In this paper, secure wireless information and power transfer with intelligent reflecting surface (IRS) is proposed for a multiple-input single-output (MISO) system. Under the secrecy rate (SR) and the reflecting phase shifts of IRS constraints, the secure transmit beamforming at access point (AP) and phase shifts at IRS are jointly optimized to maximize the harvested power of energy harvesting receiver (EHR). Due to the nonconvexity of optimization problem and coupled optimization variables, firstly, we convert the optimization problem into a semidefinite relaxation (SDR) problem and a sub-optimal solution is achieved. To reduce the high-complexity of the proposed SDR method, a low-complexity successive convex approximation (SCA) technique is proposed. Simulation results show the power harvested by the proposed SDR and SCA methods approximately double that of the existing method without IRS given the same SR. In particular, the proposed SCA achieves almost the same performance as the proposed SDR but with a much lower complexity.
I. INTRODUCTION
Sustainable green, cost-effective and secure techniques are basic requirements for beyond fifth-generation (5G) and sixthgeneration (6G) communication system [1] . As a high energyefficient tool, intelligent reflecting surface (IRS), which may adjust the phase shifts automatically via a large number of low-cost, passive and reflecting units [2] , has recently attracted wide research attention from both industry world and academia.
There have been some innovative studies on wireless communication system with IRS by jointly optimizing the beamforming and phase shifts at the IRS [3] - [5] . In a singleuser multiple-input single-output (MISO) scenario [3] , in order to maximize the total received signal power, semidefinite relaxation (SDR) and Gaussisn random algorithms were proposed to obtain a sub-optimal solution. Similarly, in the case of multi-user MISO [4] applied gradient descent and sequential fractional programming to maximize the energy efficiency. Particularly, continuous and discrete phase shifts were exploited in [5] , and the authors proposed Lagrangian dual transform to decouple the coupled optimization variables.
Weiping Shi, Xiaobo Zhou On the other hand, due to the fact that physical layer security technique could improve the wireless communication security significantly [6] - [9] , secure wireless communication assisted by IRS has been investigated in [10] , [11] to enhance the achievable secrecy rate (SR) of the legitimate user. An sub-optimal transmit beamforming vector and phase shifts vector of IRS have been designed for MISO secrecy channels aided by IRS with single-antenna eavesdroppers, in which majorization-minimization (MM) technique was proposed to optimize phase shifts and simplify calculation.
Moreover, simultaneous wireless information and power transfer (SWIPT) could enhance the energy efficiency and solve energy-limited issues of wireless networks to some extent. And secure wireless information and power transfer beamforming were investigated in [12] , where the power receivers were viewed as potential eavesdroppers, then the maximum secrecy rate and weighted sum-power were optimized. However, due to the severe path loss, wireless power transfer was only suitable for short distance transmission, hence the range of energy harvesting receivers (EHR) is limited. To enhance the harvested power of EHR, the SWIPT wireless network assisted by IRS has been researched. In [13] , the authors made an investigation of the maximization problem of weighted sum power for IRS aided SWIPT, and proved that it was not necessary to send a dedicated energy beamforming to EHR, where SDR technique was applied to solve the problem. Moreover, the study in [14] extended the case to MIMO broadcasting channels with the purpose of maximizing the weighted sum-rate.
To the best of our knowledges, secure IRS-aided SWIPT has not still been reported. Due to the broadcast characteristics of wireless communication, physical layer security should be considered in SWIPT. In this paper, we maximize the harvested power of EHR subject to the secrecy transmission and uni-modular phase shifts of the IRS constraints. Our main contributions are as follows:
1) A secure SWIPT system model assisted by IRS is proposed, in which a multi-antenna access point (AP) is to serve an EHR and an information receiver with the help of an IRS in the presence of an eavesdropper. By jointly optimizing the secure transmit beamforming and the phase shifts at the IRS, the harvested power maximization problem (HPMP) is established for an IRS-aided secure MISO-SWIPT system. 2) Due to non-convex secure rate constraint, the unimodular phase shifts constraint, and the coupled optimization variables, the HPMP is non-convex and in-feasible. To address this issue, the problem is solved via alternating optimization (AO) algorithms. Firstly, the problem is converted into a linear optimization problem by applying the trace function. Secondly, SDR-based AO and Gaussian randomization methods are adopted to get a sub-optimal solution. 3) However, the above proposed SDR method has a high complexity. To reduce its computational complexity, an SCA-based AO algorithm is proposed. By utilizing the first-order Taylor approximation and inequality transformation, a sub-optimal solution is also obtained. Moreover, the phase shifts of the IRS are computed in semi-closed-forms per iteration. Simulation results show that our proposed SDR and SCA algorithms can harvest higher power than conventional schemes without IRS. Notations: Lowercase letters represent scalars. Boldface uppercase and lowercase letters stand for matrices and vectors, respectively. | · | and · denote the modulus of a scalar and Euclidean norm of a vector, respectively. Signs ℜ(·) and arg(·) represent the real part and the phase of a complex number. (·) H , (·) * , E and tr(·) represent conjugate transpose, conjugate, expectation and trace of a matrix, respectively. Fig. 1 . An IRS-aided secure SWIPT wireless network. Fig. 1 sketches a downlink MISO system with an IRS for SWIPT. In Fig. 1 , there are an AP with M transmit antennas, an IRS with N reflecting units, an information receiver denoted as Bob, and an EHR in the presence of an eavesdropper (EVE). All receivers are equipped with single antenna. The transmit signal from AP can be expressed as
II. SYSTEM MODEL
where w ∈ C M×1 denotes the transmit beamforming vector, which forces the confidential message (CM) to the desired direction, and s ∼ CN (0, 1) is the CM for the Bob. Suppose that P s is the total transmission power constraint. Thus, we have E x H x = w 2 ≤ P s In this paper, we assume a quasi-static fading environment. The baseband equivalent channel responses from AP to IRS, from AP to Bob, from AP to EHR, from AP to EVE, from IRS to Bob, from IRS to the EHR, from IRS to EVE are denoted by
The diagonal reflection-coefficient matrix of the IRS is denoted as Θ = diag(β n e jθ1 , · · · , β n e jθN ), where θ n ∈ [0, 2π) and β n ∈ (0, 1] [3] . θ n and β n are the phase shift and amplitude reflection-coefficient of the nth unit, respectively. In this paper, β = 1. The receive signal at Bob can be written as
where n b ∼ CN (0, σ 2 b ) is the complex additive white Gaussian noise (AWGN). Similarly, the received signals at EVE and at EHR are
respectively, where n e and n h are the complex AWGN variables, which follow the distribution n e ∼ CN (0, σ 2 e ) and n h ∼ CN (0, σ 2 h ). Moreover, we assume that σ 2 b = σ 2 e = σ 2 h = σ 2 . According to (2) and (3), the achievable transmission rate at Bob and EVE can be expressed as [10] 
and
respectively. The corresponding achievable secrecy rate (SR) is defined by [15] 
In addition, because of the broadcast nature of wireless channels, the energy is carried by information beam. The power harvested at EHR is [12] 
where ζ denotes the efficiency of power harvesting.
III. PROBLEM FORMULATION AND PROPOSED SOLUTION
In this section, we maximize the harvested power at EHR by jointly optimizing the secure transmit beamforming vector and phase shifts at IRS to ensure that the achieved SR is greater than a predefined threshold. Moreover, the channel state informations of all the receivers' channels is assumed to be available at AP and IRS. Then the optimization problem can be mathematically cast as
where r 0 > 0 denotes the minimum SR, P s > 0 refers to the prescribed power budget at AP and θ n is the phase shifts of the elements at the IRS. It can be observed that problem (P1) is non-convex because the objective function and the constraints are non-convex as well as optimization variables w and Θ are coupled. It is particularly noted that the objective function is convex with respect to w and Θ, respectively. Thus we address the corresponding optimization problem by applying the alternating and iterative manner in the following. 
A. Proposed SDR-based alternating optimization method
In this subsection, we present a near optimal solution to problem (P2). For brevity, we rewrite (10a) as f (W, V) tr(H H r VH r W), and (10b) as
where V = vv H and W = ww H . Therefore, after dropping the rank-one constraints rank(W) = 1 and rank(V) = 1, the SDR of problem (P2) is
where E n ∈ R (N +1)×(N +1) , and E n means that the value of the element on position (n, n) is 1 and 0 otherwise. Due to the fact that W and V are coupled and problem (P3) is non-convex, it is difficult to solve this kind of nonconvex problems directly. However, problem (P3) could be decomposed into two subproblems and solved by applying AO algorithm. By alternately fixing θ and w, (P3) is reduced to two standard semidefinite programs (SDP), which can be solved by CVX directly. Making use of the AO algorithm, we may obtain the solution to problem (P3). However, because problem (P3) ignores rank-one constraints rank(W) = 1 and rank(V) = 1, to recover them, we apply standard Gaussian randomization method and obtain a high-quality suboptimal solution of problem (P2), the detail is similar to that of [3] . In addition, the objective value of problem (P3) is non-decreasing after each iteration, therefore, the SDR-based AO algorithm is guaranteed to converge to a locally optimal solution.
B. Proposed low-complexity SCA method
In subsection III-A, we have proposed the SDR-based AO Algorithm to obtain the information beamforming matrix W and the phase shifts matrix V of the IRS. However, it has a high computational complexity (i.e. O(M 8 + N 8 ), according to (22)). To reduce the computational complexity, a lowcomplexity SCA-based AO Algorithm is proposed in what follows.
Firstly, by fixing v, problem (P2) is reduced to
Note that problem (P4.1) is still non-convex but objective function (13a) is convex. This motivates us to apply SCA method. Since the global lower-bound of a convex function can be expressed by the first-order Taylor expansion at any feasible point [13] , the first-order Taylor expansion of x H Ax at pointx is x H Ax ≥ 2ℜ{x H Ax}−x H Ax. Therefore, problem (P4.1) can be further translated as
where H iv = H H i vv H H i , i takes r, e, b respectively.w is the transmit beamforming vector of previous iteration. Subproblem (P4.1 ′ ) can be optimally solved by using existing software (e.g. CVX).
And then by fixing w, problem (P2) is simplified as 
where d = aa Hũ + aα * , c 1 = αα * −ũ H aa Hũ andũ is the phase shifts vector of previous iteration. Similarly, (15b) can be expressed as
Furthermore u H Au can be rewritten as [11] u H Au 
where
However, problem (P4.3) is still non-convex due to the constraint (15c). It is worth noting that there always exists a non-negative µ such that (P4.2) can be formulated into the following equivalent problem.
where f = (M−A)ũ+(bβ * −2 r0 cγ * ). When the phase shifts u are equal to d + µf , the objective function is maximized. Therefore, the optimal solution to problem (P4.2 ′ ) is
where µ is unknown. Substituting u(µ) into constraint (19), 2ℜ(u(µ)f ) is a monotone increasing function and µ can be obtained by using bisection search according to the complementary slackness condition µ(2ℜ(u(µ)f ) − c 2 ) = 0. The computing details and proof are similar to that in [14] and thus are omitted here for brevity. After bisection search, we obtain the result of µ, which is denoted as µ ′ , therefore, the optimal solution u(µ ′ ) is obtained. The proposed low-complexity SCA-based AO scheme is summarized in Algorithm 1.
Algorithm 1 Low-Complexity SCA-based AO Algorithm 1) Initialization: P s , σ 2 , Θ 0 , convergence accuracy ǫ and set t = 0.
2) repeat 3)
Set t = t + 1.
4)
With given Θ (t−1) and optimize w according to (P4.1) by applying SCA technique.
5)
Fix w (t) , calculate the θ using (21) where µ can be obtained by using bisection search.
6)
Set E r (t) according to (8) .
Because the first-order Taylor expansion is applied in the objective function (13a) and (15a), the objective value of problem (P2) is non-decreasing after each iteration. Moreover, similar to SDR-based AO algorithm, the objective value of (P2) has a finite upper-bound, therefore, Algorithm 1 is guaranteed to converge.
C. Complexity Analysis
In this section, we will calculate the complexities of the two proposed methods and make a comparison with existing methods. The total complexity of the proposed SDR-based AO algorithm without Gaussian randomization is [16] O{D
where D denotes the number of alternating iterations. The complexity of the proposed SCA-based AO algorithm is given by
where L denotes the maximum numbers of alternating iterations. L 1 and L 2 denote the iterative number of SCA in subproblems (P4.1) and (P4.2), respectively. λ max , λ min and ε are the upper-bound, lower-bound, and the accuracy of bisection method, respectively. log 2 ((λ max − λ min )/ε) is the maximum number of bisection search. Obviously, although the proposed SCA-based AO algorithm involves two-level iteration, the highest order of computational complexity is only M 3 and N 3 FLOPS compared to M 8 and N 8 FLOPS of the proposed SDR-based AO algorithm. Therefore, the computational complexity of the SCA-based AO algorithm is much lower than that of SDR-based AO Algorithm, especially in massive IRS or massive MIMO scenario.
IV. SIMULATION AND DISCUSSION
In this section, we evaluate the EHR performance of the proposed method by numerical simulation. Two benchmark schemes are used: 1) Random phase shifts, which means θ n (n = 1 · · · N ) is randomly chosen from the interval [0, 2π). 2) Without IRS, i.e. Θ = 0. In our simulation, it is assumed that all the channels experience Rayleigh fading. The reference path loss is 30dB per 1m. Since the IRS is often placed to avoid blocking the signal from the AP, thus, the path loss exponent of AP-IRS, IRS-Bob/EHR/EVE is set to 2, whereas the path loss exponent of AP-Bob/EHR/EVE is set to 3. In addition, the distances of AP-EHR, AP-EVE, AP-Bob are 6m, 85m, 220m, respectively. And AP-IRS channel is assumed to be line-of-sight (LoS) link and the associated distance is 8m. Other simulation parameters are set as follows: σ 2 = −70dBm, ζ = 0.5, and P s = 15W. Fig. 2 demonstrates the convergence of the proposed methods for SR being 1bps/Hz and 3bps/Hz, respectively. It is seen from Fig. 2 that the two proposed AO methods could converge rapidly to the power ceils within about ten iterations. This verifies the feasibility of the algorithm. After convergence, the two proposed schemes may achieve an excellent harvested power improvement over initial phases. Fig. 3 illustrates the curves of harvested power of EHR versus SR for N = 50. From this figure, it is observed that the harvested power of the proposed schemes decreases with Harvested power of EHR(W) increase in SR. Compared with conventional scheme, the two proposed methods with the aid of IRS achieve an approximate doubled harvested power. This is because the IRS provides a new degree of freedom and diversity gain to enhance the harvested power of EHR by optimizing the phase shifts at IRS. Moreover, the proposed two methods perform much better than conventional method without IRS and random-phaseshifts method with IRS. When SR<4bps/Hz, the proposed SCA method approaches the proposed SDR one in terms of harvested power. When SR>4bps/Hz, the former is slightly worse than the latter. Additionally, increasing the number of antennas at AP accordingly improves the harvested power at EHR. Fig. 4 plots the harvested power of EHR versus N with SR being 1bps/Hz. Obviously, the proposed methods are still better than existing methods. As N increases, the harvested power at EHR increases gradually. The main reason is that with more reflecting elements, the more new degrees of freedom achieved by IRS. Consistent with Fig. 3 , the random-phase-shifts method with IRS has a minor improvement over that without IRS.
V. CONCLUSION
In this paper, we have presented an investigation of secure transmit beamforming and phase shifting at IRS in a secure IRS-assisted MISO-SWIPT network to maximize the harvested power at EHR. Two alternating iterative algorithms SDR and SCA were proposed to address the non-convex optimization problem. Using a much lower-complexity, the proposed SCA method can achieve the same performance as the proposed SDR method. More importantly, with the help of IRS, the proposed two methods double the harvested power compared to existing methods.
